Eliminating underrun errors on the ftServer

If a switch, router or host reports a large number of CRC errors on an Ethernet port there are several possible causes. The most common is a duplex mismatch where one side of the link is set to full duplex and the other to half duplex. However if one of the hosts is an ftServer (actually any Windows system with an Intel card) another possibility is underrun errors. 

This document will describe how to determine if the cause is underrun errors and how to correct it.

First what is an underrun error? By default the card will start sending a frame after it receives the first 96 bytes of data from the system. If the card sends data faster than the system can get data to the card then the card runs out of data and records an underrun error. The link peer (what ever is at the other end of the cable) will see an alignment or CRC error. There can be many reasons why the card did not get the data fast enough. Many times it is because of contention for the PCI bus, typically because of disk activity, but other things can cause the problem. The effect of these errors is a dropped TCP segment so it doesn’t take very many of them to have a noticeable impact on performance.
The solution to the problem is to increase the initial buffering until the problem goes away. You can increase it a little at a time or all at once. My feeling is that the incremental performance increase from an optimal initial size is not worth the effort. In addition the optimal initial size may very well change as the usage pattern on the ftServer changes. Therefore I suggest that you just make the initial buffer large enough to accommodate the maximum sized Ethernet frame and be done with it.

To determine if there are underrun errors you need to look at the ftServer MMC. There will be an ftSMC icon somewhere on the ftServer desktop.
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Double click the icon to get the ftServer MMC console and expand the tree to locate the Ethernet cards. Select one of the Ethernet cards and look for the TransmitUnderrunErrors field. If it is not zero you might want to make sure that the value is not left over from some time in the past. Just watch it for a while and see if you can correlate any increase in its value with an increase in the error count of its link peer.
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To change the initial buffer you need to right click on My Network Places and select properties
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Then in the Network and Dial-up Connections window right click on the appropriate card and select properties. But which card is the appropriate card you ask? Match up the AdapterDeviceName showed in the ftServer MMC window with the Device Name showed in the Network and Dial-up Connections window.
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Now right click on the appropriate card and select properties
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Press the configure button on the General tab of the property sheet that comes up. 
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On the Advanced tab of the Ethernet Adapter Properties sheet that is displayed select the Adaptive Transmit Threshold and set the value to 200. The number of bytes buffered is 8 times the threshold number so since the maximum frame size is 1518, 200 will cover it nicely (200 * 8 = 1600).
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Press all the OKs and you’re done. At this point you can make note of the TransmitUnderrunErrors value. It should never increase. 
Don’t forget that in an AFT team only one card will be transmitting at any time, so the value of the TransmitUnderrunErrors field on the standby card will be 0 (or at least not changing). Regardless of that you still want to change the value of the Adaptive Transmit Threshold value on the standby card, if you don’t and there is a failover you will be back to having underruns and performance problems. 
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