Taking the Pulse of Your Network with netstat Probable Causes





netstat -display_zeros -statistics -verbose





udp:


          13    datagrams sent


          13    datagrams received


           0    datagrams received, no application for port requested


      569107    datagrams received with errors


                0    incomplete headers


                0    bad data length fields


                0    bad checksums





tcp:


      632508    packets sent


              412679    data packets (24807735 bytes)


                 881    data packets (57126 bytes) retransmitted


              196095    ack-only packets (169133 delayed)


                   0    URG only packets


                   0    window probe packets


                  70    window update packets


               22772    control packets


      576464    packets received


              418985    acks (for 24812865 bytes)


               12447    duplicate acks


                   0    acks for unsent data


              400477    packets (19339321 bytes) received in-sequence


               11699    completely duplicate packets (13935 bytes)


                   2    packets with some dup. data (2 bytes duped)


                  74    out-of-order packets (7745 bytes)


                   2    packets (0 bytes) of data after window


                   0    window probes


                6961    window update packets


                  39    packets received after close


                   0    discarded for bad checksums


                   0    discarded for bad header offset fields


                   0    discarded because packet too short


       11695    connection requests


         145    connection accepts


        7746    connections established (including accepts)


       11826    connections closed (including 104 drops)


          50    embryonic connections dropped


      418279    segments updated rtt (of 630609 attempts)


        4234    retransmit timeouts


                  52    connections dropped by rexmit timeout


           0    persist timeouts


         328    keepalive timeouts


                 294    keepalive probes sent


                   1    connection dropped by keepalive





icmp:


  Type                      Input           Output


  ------------------------  ------------    ------------


  echo reply                           0.              0.


  #1                                   0.              0.


  #2                                   0.              0.


  destination unreachable           1580.              0.


  source quench                        0.              0.


  routing redirect                     2.              0.


  #6                                   0.              0.


  #7                                   0.              0.


  echo                                 1.              0.


  #9                                   0.              0.


  #10                                  0.              0.


  time exceeded                        0.              0.


  parameter problem                    0.              0.


  time stamp                           0.              0.


  time stamp reply                     0.              0.


  information request                  0.              0.


  information request repl             0.              0.


  address mask request                 0.              0.


  address mask reply                   3.              0.


  ------------------------  ----Input---    ---Output---


  Total Msgs                        1586.              0. (reflected 1)


  Total Errors                         0.              0.





        detail of icmp errors:


           0    calls to icmp_error()


           0    no errors generated: message too short


           0    no errors generated: message was icmp


           0    messages with bad code specified


           0    messages with bad checksum


           0    messages < minimum length


           0    messages with inconsistant length





ip:


    this machine is configured as a host, it is not able to forward packets.


         255    default ttl on ip/icmp datagrams


     1147186    datagrams received (incl. errors)


           0    datagrams with ip uni-cast address


           0    datagrams with ip multicast address


           0    datagrams with invalid ip address


           0    datagrams with header/options/checksum/ttl errors


                0    bad header checksums


                0    size < minimum


                0    data size < data length


                0    header length < data size


                0    data length < header length


           0    datagrams with unknown protocol


           0    datagrams discarded (no errors and not waiting re-assembly)


           0    datagrams forwarded


     1147186    datagrams delivered





      632898    output requests


           0    output datagrams discarded


          11    output datagrams unable to route





          60    second fragment reassembly timeout


           0    fragments received


           0    datagrams reassembled


           0    reassembly failures


                0    fragments dropped (duplicate or out of space)


                0    fragments dropped after timeout


           0    datagrams fragmented


           0    fragmentation failures


           0    fragments created





color codes: application problems, host problems, network problems


