Full duplex Ethernet – faster Ethernet for a price

Over the last several months I’ve seen maybe a dozen calls come into the CAC about low Ethernet thruput or randomly dropped TCP connections, including Open StrataLink connections. In all cases the Ethernet interface was a K460 configured for full duplex and in all cases the cause was the full duplex setting. This leads me to believe that there is some misunderstanding of what full duplex Ethernet is.

What is a full duplex Ethernet?

Full duplex means you can send and receive at the same time. This was impossible on coax, the original Ethernet media since it had only 1 conductor and Ethernet uses baseband signaling. However, 10BaseT and 100BaseT use a cable with 4 conductors.  (Actually, there are typically 8 conductors but only 4 are used.) 1 pair of conductors is used to send data and the other to receive data. Each pair are also twisted around each other to help eliminate noise, hence the name unshielded twisted pair. With the right hardware you can theoretically double the speed of your network by sending and receiving simultaneously. Of course it’s a rare environment that has so much data to send in both directions but full duplex will give you a performance boost because you no longer have to wait for 1 host to finish sending before you start to send your data, i.e. a deferral

Exactly how does it work?

The original 10BaseT did not include full duplex but it did require something called a hub. The hub was simply a multiport repeater. Anything received on 1 port was sent out all the other ports. If two hosts (S and H) sent simultaneously there was a packet collision and this collision was sent out all the other ports. Collisions are normal events on an Ethernet – don’t get me started. At some point someone figured out that it really wasn’t necessary for the hub to resend the packet out all its other ports, after all the destination was only connected to 1 port. The Ethernet switch is a multiport learning bridge. As packets come in on various ports it reads the packet header and determines the address of the sender. It then enters into a table the sender’s address and port number. An incoming packet is only sent out the port that the destination is connected to. Now when S and H send packets as long as they are going to R and G the switch can send both simultaneously. Of course if both S and H are sending to X one of the packets will have to wait in a buffer somewhere in the switch. Also, it’s still possible to get a collision or a deferral. If S sends to R and R simultaneously sends to H both R and the switch port connected to R will see a collision. If S starts sending early enough R will have to wait (defer) until S is done sending.

Full duplex is a way of eliminating collisions and deferrals. Simply put it turns off the collision detection hardware so that the network interface can transmit and send simultaneously, there can be no collisions or deferrals. So how can using full duplex reduce thruput and cause connections to fail?

Unless both sides of the connection, i.e. the network interface card and the switch port are configured for full duplex there will be a huge increase in the number of errors seen by the full duplex interface. In addition, packets that the full duplex interface thought that it sent will be dropped by the other side. They will need to be retransmitted when the TCP or application level fails to get an acknowledgment. What actually happens is this:

1) half duplex interface starts to send

2) full duplex interface starts to send

3) half duplex interface detects a collisions and basically stops sending since it stopped in the middle the packet is not valid

4) half duplex interface may also stop receiving the full duplex interface’s packet

5) full duplex interface sees the partial packet from the half duplex interface and flags an error

6) full duplex interface never gets an ACK for the packet that it sent and eventually retransmits it.

The price of 100 megabit hubs is dropping like a stone, 4 ports for under $100.00 is no longer unreasonable. 100 megabit switches are not nearly that cheap and switches that support full duplex are more expensive yet. The bottom line is to be sure that the configured duplex value of the K460 matches that of the device that its connected to or the result will be lower than expected thruput.  

